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TECHNOLOGY CONTROL PLAN (TCP) CERTIFICATION

A TCP outlines procedures to follow when a project requires a plan to protect information and material identified under applicable federal directives that govern the control and export of critical technology.  The plan should address each of the elements identified below and this form is used to verify that the components of the TCP are appropriate and have been reviewed and approved by authorized UMD officials. 

Section A. General Information
	Pl Name:
	Phone: 

	Email address:

	Department:
	Dept. Address: 

	Location covered by TCP (Building and Room No.):


Section B.:  Project Specific Information

1. Project Title: 
2. Sponsored Research:  FORMCHECKBOX 
Yes       FORMCHECKBOX 
No  

    If yes, Sponsor Name and Contact Information:

3. Is non-disclosure agreement involved?  FORMCHECKBOX 
Yes       FORMCHECKBOX 
No

Section C.  Elements addressed in TCP:

1. Commitment:  This element should demonstrate the export compliance reporting structure and identify the supervisor(s) responsible for implementing the TCP.  

 FORMCHECKBOX 
 Yes      FORMCHECKBOX 
 No

2. Physical Security:  This element describes how equipment and data is shielded from unauthorized persons and includes physical security systems, access controls and operating rules, personnel who have access to ensure protection of the sensitive technology/item. 


 FORMCHECKBOX 
 Yes      FORMCHECKBOX 
 No

3. Information Security:  This element describes measures taken to ensure information access controls such as data discard policy, information technology policies and procedures, plans for controlling access to controlled or sensitive information, computer access, password management, database and software access, network security, and conversation security, etc. are in place.

 FORMCHECKBOX 
 Yes      FORMCHECKBOX 
 No

4. Project Personnel Screening:  This element includes the personnel with access to the controlled or sensitive technology and their nationality.  The plan also describes the type of background check and any additional required reviews if foreign nationals are involved.


 FORMCHECKBOX 
 Yes      FORMCHECKBOX 
 No

5. Training and Awareness:  Outlines how ongoing training is provided for export controls.  

 FORMCHECKBOX 
 Yes      FORMCHECKBOX 
 No

6. Self-Evaluation:  The internal audit process to review records and how findings are reported to senior administrators is described.  






 FORMCHECKBOX 
 Yes      FORMCHECKBOX 
 No

7. Provide a list of the attachments included with the TCP (If none, indicate with NA): 

Section D.  Certification Signature
I have reviewed and approve the TCP for this project.  

Printed Name:

  

Title & Role: 

Date:




Signature:






