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Installation and use of the UMass Dartmouth VPN Client (for Windows 10)
This document will help you install and use the Check Point Capsule VPN Client on Microsoft
Windows 10 machines.
Note: The following images were taken with Windows 10, version 1709. If you are using a different
version of Windows, your screen may appear differently. Additionally, the app installation is user

specific, so please be logged into your appropriate account before following the steps below.

Installing the VPN client

1. Access the Microsoft Store on your machine by clicking on the “Start” menu icon and locating

the Microsoft Store under the “M” section of your application list.
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2. Once the Microsoft Store window appears, click on the search magnifying glass icon to bring up
the Store search bar.

& Microsoft Store

Home  Apps Games Devices Movies & TV Books Edge Extensions

E topapps J Shop Surface & PCs

(X Top games fa) Shop Xbox

Spring Sale i Show all

3. With the search bar now visible, type “capsule vpn” (without quotation marks), and click on the
subsequent listing for “Check Point Capsule VPN”.

<« Microsoft Store - O X
capsule vpr <: x L0
Check Point Capsule VPN
S App
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4. Once on the application page for the VPN client, click on the button labeled “Get” to download

5.

and install the VPN on your Windows 10 computer.

L Microsoft Store = O X

Home  Apps  Games Devices Movies & TV  Books Edge Extensions pe) R+

Check Point Capsule VPN

Check Point Software Technologies Ltd = d %A 126

Free

Get

E Everyone

ESRB
Description Available on
Securely Access all your corporate resources from your device (I PC
through a Virtual Private Network (VPN) tunnel. =
As you launch business applications such as RDF, VoIP or any other D Mobile
app on your mobile device, all transmitted data to corporate is
encrypted, without any additional actions required by you. [T Hub

If the following prompt is shown, you may either choose “No, thanks” to finish the installation,
or click on “Sign in” to log in with your Office365 account or Microsoft Live account. If no
prompt is shown, please close out the store window and continue with the configuration of the

Use across your devices

Sign in with Microsoft and use this on any compatible device.
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Configuring the VPN

1. Once the VPN is installed, access your Network Connection settings by right-clicking the “Start
Menu” icon, and from the resulting menu that appears, click on “Network Connections”.

Apps and Features
Power Options
Event Viewer
Systemn

Device Manager

Disk Management
Computer Management
Windows PowerShell

Windows PowerShell (Admin])

Task Manager

Settings
File Explorer
Search

Run

Shut down or sign out




/A
!{ UMass Dartmouth

COMPUTING AND INFORMATION
TECHNOLOGY SERVICES— CITS IT Service Center

2. Once in the “Network Connections” window, click on the section on the left labeled “VVPN”.

Settings

#: Home

Network & Internet
I & Status

= Ethernet

2 Dial-up

% WPN

Data usage

& Proxy

Status

Network status

O—i8—@

usb_xhci
UMDAR.umassd.edu

You're connected to the Internet

If you have a limited data plan, you can make this network a
metered connection or change other properties.

Change connection properties

Show available networks
Change your network settings

@ Change adapter options

View network adapters and change connection settings.

% Sharing options

For the networks you connect to, decide what you want 1o share.

0@ HomeGroup

Set up a homegroup to share picturas, music, files, and printers with

A Metwork troubleshooter

Dizgnoce and iy network problem

3. Once on the “VPN” page, please click on the button labeled “Add a VPN connection”

Settings

8 Home

Find a setting

Network & Internet
& Status

I Ethernet

*  Dial-up

| = ven

(& Data usage

© Proxy

VPN

VPN

Add a VPN connection
+

Advanced Options

Allow VPN over metered networks
@ o

Allow VPN while roaming

@ on

Related settings

Change adapter options
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4. Once the “Add a VPN connection” window appears, click on the down arrow on the right side of
the field labeled “VVPN Provider”.

Add a VPN connection

VPN provider O l

Connection name
Server name or address
Type of sign-in info
User name (optional)

Password (optional)

5. From the resulting drop down menu, select “Check Point Capsule VPN”.

Add a VPN connection

Check Point Capsule VPN

Windows (built-in)

Connection name

Server name or address

Type of sign-in info
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6. Once the VPN Provider is set, in the field labeled “Connection name”, type down “UMassD
VPN” (without quotes), and for the field labeled “Server name or address”, type down
“umdvpn.umassd.edu” (without quotes). Click on the “Save” button.

Add a VPN connection

VPN provider

Connection name

UMassD VPN «

Server name or address

umdvpn.umassd.edu «

Type of sign-in info

User name (optional)

Password (optional)

7. Once you have saved your configuration, your VPN is now ready for use. This can be confirmed
by seeing a new listing underneath the “Add a VPN connection” on the previous VPN window.
Once this is confirmed, you may close out of your settings window.

Settings - %
% Home VPN
| Find a setting ol | VPN
Network & Internet + Add a VPN connection
& status UMassD VPN
= Ethernet
% Dial-up Advanced Options
I % VPN Allow VPN over metered networks
@ on
(5 Data usage
Allow VPN while roaming
& Proy @ on
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Connecting to the VPN

1. After configuring the VPN, on the bottom right of your taskbar, locate and click on your

“Network” icon to bring up all available networks. Depending on what you are using to connect
to the internet, the icon may be a...

a. Wireless Network — If you are using the Wi-Fi functionality of your machine

Or...
b. Physical Network — If you are connected to the network using an Ethernet cable.
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2. Once you click on your network icon, from the list of available networks, click on the newly
created “UMassD VPN selection from the resulting list.

Unidentified network

UMassD VPN

3. Once clicked, the “VPN” settings page will appear. Once visible, click on the
“UMassD VPN entry.

Settings — X
%% Home VPN
Find a setting el VPN
Add a VPN ti
Network & Internet + @ connection
B Status UMassD VPN
%1 Fthernet
< Dial-up Advanced Options
I op VPN Allow VPN over metered networks
@ on

(G Data usage
Allow VPN while roaming

& Proxy @D on
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4. Click the “Connect” button that appears.

Settings - x
% Home VPN
Find a setting il VPN

Add a VPN 1l
Network & Internet + @ connection
D Status UMassD VPN
¥ Ethernet

Connect Advanced options Remove
2 Dial-up
% VPN .
| Advanced Options
5 Data usage
Allow VPN over metered networks

O

8 brogy @ on

5. On the drop-down menu titled “Select authentication method,” ensure that the default
“Username and Password” is selected. Once this option is selected, click on the “Next” button

underneath.
Settings - X
%% Home VPN
Find a setting P VPN .

Add a VPN ti
Network & Internet + @ connection

2 Status % UMassD veN
1 Ethernet Network sign-in info
Select authentication method

Dial-up
Username and Password

| = vn
$ Next Cancel
Data usage

& Proxy

Advanced Options
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6. When prompted, type down your UMassD account username and password. Please DO NOT
include “@umassd.edu” in the username field. Once typed down, click on the “OK” button.

IT Service Center

Windows Security

Sign in

S8R BRRBERS

Domain:

OK

ot

=

</
<=

7. After your sign-in information is verified, you will be connected to the UMassD VPN. This can
be confirmed by the text stating “Connected” under the “UMassD VPN label, along with the
presence of a “Disconnect” option. Once this is confirmed, you may close out of the VPN
settings window.

&

Settings

Home

ind a setting

etwork & Internet

& Status

Ethernet

Dial-up

VPN

Data usage

Proxy

VPN

VPN

Add a VPN connection
+

fove] UMassD VPN
Connected
Acdvanced options

Advanced Options

Allow VPN over metered networks
@ on

Allow VPN while roaming

@ on

Disconnect
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Disconnecting from the VPN

1. When connected to the VPN, click on the network icon on your taskbar, and then click on the
“UMassD VPN entry, which should now be listed as “Connected”.

Unidentified network

-

UMassD VPN
o
da Connected

COnNMn E‘I:t : N MNETered.
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2. Once you click on the “UMassD VPN” entry, the “VPN” settings page will appear. Please click
on the entry listed “UMassD VPN”, which, as seen below, should also have the “Connected”

label.
Settings - ped
@ Home VPN
Find a setting pel VPN
Network & Internet + Add a VPN connection
D Status B UMassD VPN
Connected
¥ Ethernet
2 Dial-up Advanced Options
I o VPN Allow VPN over metered networks
@ on
5 Data usage
Allow VPN while roaming
B Proy @ on

3. Once you select the “UMassD VPN” entry within the “VPN” settings page, the “Disconnect”
button should become visible. Click on the “Disconnect” button to disconnect from the UMass

Dartmouth VPN.
Settings - X
8t Home VPN
Find a setting £ VPN
Netwark & Internet + Add a VPN connection
@ sttus % UMassD veN
Connected
I Ethernet
Advanced options Disconnect
% Dial-up |
% VPN .
| Advanced Options
(=Y
Data usage Allow VPN over metered networks
o]
@& Py @ on
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4. Once you are disconnected, the “Connected” label will disappear underneath the “UMassD
VPN label. Once this is confirmed, you may close out of the “VPN” settings window.

Settings — X
&% Home VPN
Find a setting s VPN

Network & Internet + Add a VPN connection

B Status UMassD VPN
1 Fthernet
2 Dial-up Advanced Options
I 0@ VPN Allow VPN over metered networks
@ on

(G Data usage
Allow VPN while roaming

© prowy @ on




